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@ Physical Unclonable Functions (PUFs): functions that use the production
variability to generate device-specific data = fingerprint of device

@ PUF are used for device authentication

@ Security on higher layers is usually based on the assumption of insufficient
computational capabilities of non-legitimate receivers = use of information
theoretic secrecy concepts

@ Practical systems often suffer from uncertainty in source state information =
compound sources
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Physical Unclonable Functions'

PUFs consist of:
@ Input signal: Challenge
@ Output signal: Response

PUF based authentication
@ Enrollment Phase
o Gather a number of challenge response pairs (CRPs)
e Store the CRPs in a CRPs database together with ID
@ Authentication phase

e Claim ID
o Apply a challenge from the CRP data base
o Compare the response made by the PUF with the one stored.

C. Bohm and M. Hofer: Physical Unclonable Functions in Theory and Practice, Springer Science Business
Media 2014.
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Information Theoretical Model of Authentication

Authentication Model
@ X and ) finite.
@ Discrete memoryless source: Qe P(X x )
@ Enroliment sequence: x" € x”
@ Authentication sequence: y" ¢ V"

K

K

Enroliment Authentication
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Information Theoretical Model of Authentication

Protocol
@ Enroliment Phase
o Observe X" at the enrollment terminal
o Generate secret key K and helper data M
@ Apply one way function f to K
e Store M, f(K) and f in a public data base
@ Authentication Phase
Observe Y and M at the authentication terminal
Calculate key estimate K
Apply one way function f to K
IF f(K) = f(K) THEN authentication successful

K

K

Enrollment Authentication

Robust PUF based Authentication Andrea Grigorescu



Information Theoretical Model of Authentication

Attention!
@ M may reveal information about K - 1/(K; M)
@ M may reveal too much information about X" - 1/(X"; M)
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Codes for Authentication

@ Block-processing of fixed length n large enough.
@ Helper data set: M :={1,..., M}
@ Secretkey set: K:={1,..., Ky}

Definition
An (n, Kn, M) -code for authentication of the joint source Q € P(X x )) consists of an
encoder f at the enrollment terminal with

X" Kx M

and a decoder ¢ at the authentication terminal

e Y"'x MK
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An achievable secrecy privacy rate pair

Definition
A secrecy privacy rate pair (Rk, Ry) € R? is called achievable for a joint source Q, if
for any ¢ > 0 there exist an n(8) € N and a sequence of (n, K,, M,)-codes such that for
all n> n(é) we have
Pr{K+K}<é
1 1
EH(K)+52 EIOgKnZ RK-(;
1
EI(K M) <6

:-7/()("; M) < Ry +6
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Secrecy Privacy Capacity Region?3

For some U with alphabet || < |X|+ 1 and V: X — P(U), we define the region
R(Q, V) as the set of all (Rx, Ry) € R? satisfying
Rk <I(U;Y)
Ru > I(U; X) - 1(U;Y)
with Puxy (u, x, y) = V(ulx)Q(x,y)
Theorem

The set of all achievable secrecy privacy rate pairs for the joint source Q e P(X x ) is
called secrecy privacy capacity region and is given by

c@= U R@QV)

V:iX->P(U)

2. Lai, S. Ho and H.V. Poor: Privacy—Security Trade-Offs in Biometric Security Systems—Part I: Single Use
Case, IEEE Trans IFS 2010.

5T, Ignatenko and F. Willems: Biometric systems: Privacy and secrecy aspects, IEEE Trans IFS 2009.
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Compound Sources

Question
What happens when we have source uncertainty? Can we still authenticate securely? J
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Compound Sources

@ Let S be a finite state set
@ Discrete memoryless joint source

Qi(x",y") =TIk Qs(Xi, yi) = TTiLy ps(xi) Ws(yilxi) with s € S, ps € P(&) and
We: X > P(Y)
Definition

The discrete memoryless compound joint source Q xy is given by the family of joint
probability distributions on X x ) as

Qxy ={Qs e P(X xY):5¢ S}

K K

Enrollment

Authentication

Xn

Source Uncertainty
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A subset representation for compound sources

@ Unique marginal distributions over X
Qx = {ps e P(X):5€8 ps(X) = T,y Qs(X,y) forevery x e X}
@ Index of unique marginal distributions over X
L={l:peQx}
@ Sources with same marginal distribution over X
Qxy.e={Qs € Quy : Qs(X,¥) = pe(x) Ws(y|x) for every (x,y) e X x Y}
@ Index of sources with same marginal distribution over X
Sp = {S €S:Qs € Q){y,e}
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An achievable secrecy privacy rate pair

Definition
A secrecy privacy rate pair (Rk, Ru) € R? is called achievable for the compound joint
source Qxvy, if for any 6 > 0 there exist an n(§) € N and a sequence of
(n, Kn, Mi)-codes such that for all n > n(6) and for every s ¢ S we have
Pr{K + K|Qs ¢ Qxy} <6

%H(K”QS € Dy + 62 %Iog Ky> R -6
%/(K;MHQseflxy) <5

:—7I(X"; M|Qs € Qxy) < Ry +6
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An Achievable Rate Region*

@ Compound joint source Qxy
@ Fixed /e L,V: X - P(U) and for every se S,
@ R(V,¢,s) setof all (R, Ru) € R3 such that

Ry < I(U; YH Qs € Qxy,r)
Ry > I(U; XIL=2|Qs € Qxy,) — I(U; Y||Qs € Qxy.e)

with Pyxy s(u, x,y) = V(ulx)Qs(x, y).
Theorem
A secrecy privacy achievable rate region for the compound joint source Qxy is given

by C(Qxy)
C(Qxy) = m U m ’R'(Vvév S)'

el V:X—>P(U) €Sy

4A. Grigorescu, H. Boche and R. Schaefer: Robust PUF based Authentication, WIFS 2015.
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Sketch of proof

@ At the enrollment terminal, having observed X", the index of the marginal
distribution p, € P(&X") is computed

@ Compute the key K and the psudo-helper data M’ based on X" and the index of
the marginal distribution L

@ Store the helper data M = M’L in the public database

@ Estimate the key K at the authentication terminal, based on the observations M
and Y"
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Sketch of proof

Marginal distribution estimation

o Forevery ¢,¢ ¢ £ define 5, = 3 ming., |pe — per | 7v

@ Choose 0 < ¢ < ming. d, and consider 7, ;. for every ¢,4' € £ with £' + £ we have
that 7, 5 N T, = @

@ Error: If x" was generated by the source p,, however x" ¢ 7, 5

@ Probability of error: pe([7,,,51°) < es(n,|X])
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Sketch of proof

Random coding
Forafixed ¢ e L
@ Code construction: Generate 2"F«*fu) codewords Uy ,, with k € K = {1,...,2"%}
and me M = {1,...,2"} by choosing each symbol independently at random
according to p, € P(U). Codebook U = { Uy i} (k,myercx
@ For every s ¢ S; we define following channels X x,:U - P(X),Xy,:U - P(Y) and
Y xysiU - P(X x V) that satisfy

PO V()
R (X0 = & V(U
S VU Qs(x,y)
) = e ey V(UX)Qe(X,y)
S pa(xylu) = < L UIC(x.))

Z(X,y)sXxy V(U|X)QS(X,}/)
forevery (u,x,y) eU x X xY
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Sketch of Proof

Encoder and decoder Sets
For every (k,m,£) e Kx M x L
@ Encoder set: & m o (U) = 7'Z"XZ,5,(U,’J,,,,)
@ Decoder set:
Di(m(U),0) = | T, 57 (Ui m)

SeSy
Di(m(U),£) = Dic(m(U), £) n (U Dh(m(U),0))°
@ Encoder-decoder pair set:
Chome(U) = (Exme(U) x De(m(U),0)) 0 (Uses, Ty, 5(Ukim))
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Sketch of Proof

Error Analysis
For afixed £ € £

@ Encoder: eg,n(U) = P} (( Utk myercxm 5k,m,é(U))c)

Eu(EE,n(U)) <exp ( _ (n + 1)-IU\|X|) exp (2"(RK+HM—’(U?X|L=EHQs)—w(‘slﬁ‘uHXD))
= Rk + Ru > I(U; X|L = 2| Qs) + (&, U], X])
@ Decoder: For some t € S, and k € K we have

6i;,k(U) = znxy,(cfk,m,z (U)C|Ulr<7,m)

Eu(eh s (U)IULm)) < e[ QY10 -Fe=o(d” )

= R < I(U; Y[ Qs) - (5", [t],|Y])
= Ry > I(U; XIL =] Qs) = I(U; Y[ Qs) + ¢(6", [, |V]) +2b(&", [UA], | X])
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Sketch of Proof

Conditions

@ Key Distribution:

1
| -H(K|Qs € Qy.e) = I(U; Y[ Qs € Qo)

2|09 2log|L] | es(n, | X)) log |X| + (8, U, 1Y) + (&, U, |X])

@ Privacy Leakage:

1
EI(X"; M'L|Qs € Qxye)

<IU; X|IL=1|Qs € Qxy,e) - I(U; Y[ Qs € Qxy e)
| log|£]

- + e + €s(N,|X|) log |X|
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Sketch of Proof

Conditions

@ Secrecy Leakage:

fI(K M'L|Qs e Qaye )< |£| +es(n, |X|)Iog|X\+)\ng+%
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Capacity region®

Theorem
The secrecy privacy capacity region for the compound joint source Q xy is given by

C(Qxy)
i c@e) =N U NRV.LS).

LeL V:X—-P(U) SeSy

SA. Grigorescu, H. Boche and R. Schaefer: Robust PUF based Authentication, WIFS 2015.
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Sketch of Proof

Converse
Forafixed e L, seS;and V: X — P(U) it holds

@ Rk-6< I(U, Y,I_:[”Os EQX);J)-FA,LZ + % + %
© Ry +6> (Ui X|L=€]Qs € Quy,e) = I(U; YL =] Qs € Quy,c) + 209

@ Assume (Rg, Ry) ¢ Neer Co
= there exists a ¢ € £ such that for all auxiliary channel V we have that
(R, Bw) ¢ R(V, )
= (Rk, Ru) ¢ C(Qxy)
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Conclusion

Take away

@ Robust authentication at positive key rates is possible!
Future Work

@ Extend the model to compound sources with infinite alphabets
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Thanks for Your Attention!
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