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Where’s Shannon in this talk?
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Shannon is also in Cryptography!

[Claude Shannon, ”Communication Theory of Secrecy Systems”, Bell System Technical Journal, vol. 28(4), pp. 656–715, 1949.]
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Asymmetric vs. Symmetric Cryptography

● Shannon: perfect secrecy (one-time pad), confusion & diffusion, entropy...
Ô⇒ foundation of modern (symmetric) cryptography!
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Post-Quantum Cryptography

● Some (!) mathematical problems efficiently
solvable by quantum computers

● Including: integer factorization, discrete
logarithm, elliptic curve problems...

● Google (last week!): quantum computers
could break today’s encryption ≈2029

Table from [Bernstein, Lange. ”Post-quantum cryptography — dealing with the
fallout of physics success.” Nature 549 (2017)]

Solution: use quantum-resilient mathematical problems
Ô⇒ Code- and lattice-based cryptography!
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Why Code-based?

Figure from [Bernstein, Chou, Cid, Gilcher, Lange, Maram, Maurich, Misoczki, Persichetti, Peters, Sendrier, Szefer, Tjhai, Tomlinson, Wang, “Classic
McEliece Update (2024),” 5th PQC Standardization Conference, 2024. https://csrc.nist.gov/Presentations/2024/classic-mceliece]
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Cryptographic Signatures
● Not securing/encrypting content
● Receiver wants to verify identity of sender

Key generation
Signer:
generates public key P
and secret key S

Signing
Signer:
given message m and S:
generate signature σ
→ send (m, σ) to verifier

Verification
Verifier:
given m, σ and P :
check validity of σ
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NIST Post-Quantum Standardization Competition

2017 NIST started a process to standardize post-quantum PKC’s
▸ 45 KEM/Encryption and 19 signature schemes were submitted

2020 Round 3 includes the KEM/PKE
▸ finalists: Classic McEliece, CRYSTALS-KYBER, NTRU, SABER
▸ alternate candidates: BIKE, FrodoKEM, HQC, NTRU Prime, SIKE

2022 CRYSTALS-KYBER (a lattice-based KEM) will be standardized and three signature schemes
2022 Round 4 includes BIKE, Classic McEliece, HQC, SIKE [fully broken]
2023 New NIST call for PQ signature schemes: CROSS submitted
2023 PQ signature Round 2: CROSS proceeded
2024 NIST released final versions of first three standards
2025 (code-based) HQC will be standardized
2026 Round 3 for signatures??
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Restricted Syndrome Decoding
Syndrome Decoding Problem (SDP)

Given: H ∈ F(n−k)×n
p , s ∈ Fn−k

p , and w ∈ N.

Find: e ∈ Fn
p with HeT = sT and wt(e) = w .

Stern/Dumer-like solver
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SDP, z = p − 1

R-SDP with n ≈ w

Classical SDP
p = 157

0

Smaller codes
Compared to SDP, with R-SDP we
can use shorter codes (smaller n)
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Designing the Restriction E

Error set E should
▸ avoid additive structure
▸ allow for efficient schemes

Multiplicative Restriction
Let g ∈ F∗p of order z .
Set E = {g0,g1, . . . ,g z−1} ≤ F∗p.

Disclaimer: not all, but many subgroups work nicely

Restricted SDP
p = 157, z = 13
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CROSS Team
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CROSS in a Nutshell

Main ingredients:

Restricted Syndrome-Decoding Problem (R-SDP) and R-SDP(G)
● Not so different from non-binary SDP
● Compact messages and objects, especially with R-SDP(G)
● Efficient arithmetic

Fiat-Shamir transform of zero-knowledge protocol
● Trade-off between signature size & performance

Simple & efficient operations
● Low implementation complexity
● Quite efficient in HW
● Can run on microcontrollers
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Zero-Knowledge Proof — Toy Example

Prover wants to convince verifier that they know a secret without disclosing information about the secret.

● P knows a secret door code and wants to prove to V that she can unlock a door inside a cave.
● Two paths, A and B. V calls out “A” or “B” (challenge) and P has to return via that path
● With secret: P will always return correctly
● Without secret: P will return with probability 0.5 (one round); after t rounds: 0.5t

Prover Verifier

commitment c
challenge z

response r

[Cave pictures from http://www.dice.ucl.ac.be/crypto/publications/1990/alibaba.pdf]Antonia Wachter-Zeh (TUM) 17
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Zero-Knowledge Protocol

Prover Verifier

secret key public key

secret space

commitment c

z = Hash(c ,m) challenge z
response r
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Zero-Knowledge Protocol
Prover Verifier

public key
secret space

?
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Zero-Knowledge Protocol
Prover Verifier

public key

secret space

commitment c

z = Hash(c ,m)

challenge z

response r verify ( , z , r) → c

small cheating probability
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Zero-Knowledge Protocol
Prover Verifier

secret key public key

secret space

security level λ

cheating probability α

⇒ t parallel rounds s.t. αt < 2−λ

commitment c

z = Hash(c ,m)

challenge z

response r verify ( , z , r) → c

t rounds
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Zero-Knowledge Protocol
Signer Verifier

secret key public key

secret space

⇒ signature = (c , r)

commitment c
z = Hash(c ,m)

challenge z

response r verify ( , z , r) → c

Fiat-Shamir transform
m message

z = Hash(c ,m)
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Zero-Knowledge Protocol with R-SDP
Signer Verifier

secret key public key
⇒ signature = (c , r)

R-SDP
Given: H ∈ F(n−k)×n

p , s ∈ Fn−k
p , and restriction E of size z = ∣E∣.

Find: e such that 1. HeT = sT and 2. e ∈ En.

e with e ∈ En H, s, E
1. ✓ / 2. ✓

Antonia Wachter-Zeh (TUM) 19
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Rounds in ZK vs. Signature Size
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CROSS vs. Other NIST Submissions
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[PQShield, Post-Quantum Signatures Zoo, 2023–2026. https://pqshield.github.io/nist-sigs-zoo/]
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CROSS: Summary and Some More Properties
CROSS

Code-based signature scheme
2nd Round candidate in NIST standardization call
Zero-knowledge protocol with Fiat-Shamir transform
Using restricted syndrome decoding problem

More properties
● EUF-CMA security (and BUFF)
● VOLEitH-based signatures possible
● optimized AVX2: fast < 1 MCycle (NIST cat. I)
● memory-optimized: fits on Cortex-M4 microcontroller
● constant worst-case runtime: no signature rejection
● available on liboqs and SUPERCOP
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Thank you for your attention!

https://www.cross-crypto.com/
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