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§ Extend NixNet [1] to enable deployment and emulation on remote nodes
§ Enable the emulated networks on these nodes to interact with each other
§ Validate the solution, accessing experiment reproducibility and environment scalability

Experimentation in computer networking must be reproducible to enable rigorous scientific research. This is challenging, as 
experimental environments are not always consistent or may be challenging to set up. Several approaches to experimentation 
in the computer networking domain exist. Hardware-based ones rely on physical devices. While they provide realistic results, 
they are often time-consuming to set up, resource-intensive, and difficult to reproduce consistently due to their dependence on 
real-world hardware. Simulation-based approaches abstract away hardware details but may fail to capture real-world behavior 
accurately since interactions are only modeled. Emulation offers a middle ground by combining real system components with 
OS-level virtualization. Linux provides features such as namespaces, virtual interfaces, and the netem qdisc, that enable 
emulation of large networks within a single machine.
Achieving reproducibility requires careful design of the experimental setup, including the specification of both hardware and 
software environments. To address these challenges, we recently proposed NixNet [1], a framework for reproducible network 
experimentation. NixNet leverages Linux’s emulation capabilities and enables users to define experiments declaratively. It 
automates the full lifecycle of an experiment, from environment creation to execution. NixNet builds upon the Nix package 
manager [2], a tool that ensures reproducible software deployment by treating packages as immutable objects stored in 
isolated paths. Each build is defined by its complete set of dependencies, allowing environments to be recreated exactly.

§ Excellent knowledge and understanding of computer networking 
§ Solid programming skills and understanding of scripting and networking in Linux
§ Prior knowledge of Nix [2] and NixOS [3] is a plus
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While NixNet excels at creating reproducible experiments on a 
single machine, it currently lacks support for orchestrating 
experiments across multiple physical nodes. Therefore, the goal of 
this thesis is to extend NixNet to support distributed 
experimentation across multiple hardware devices. In the 
envisioned system, a management node coordinates the 
experiment. It deploys adequate OS images (potentially NixOS-
based [3]) to all participating nodes and uses the Nix package 
manager to ensure consistent dependencies. The management 
node is also responsible for deploying configurations and 
triggering experiment execution across nodes. Each experimental 
node will host a portion of the emulated network, which can 
communicate with other nodes through physical links. Such an 
approach improves the scalability of experimentation and enables 
more sophisticated experimental scenarios.
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