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EVALUATION OF ZK-SNARKS INSIDE TEES

Use Cases

Zero-knowledge Succinct Non-interactive Arguments of Knowledge For the thorough evaluation of the combination of zk-SNARKs and TEEs,

(zk-SNARK): Zero-knowledge proofs with verification in polynomial we have chosen three different use cases:

time [6, 1] » Use case with (almost) no time constraints: Electronic voting using
» zk-SNARK proof generation: very resource-demanding [5] zk-SNARKSs to prove ballot validity [4]
» Burden on the prover — prover is a bottleneck » Use case with time constraints: Set inclusion proof for authentica-
» Proof generation often not possible on constrained hardware [10] tion [9]

» Use case with various implementations available for in-depth com-

Possible solution: Outsource zk-SNARK proof generation to the Cloud _
parisons between frameworks: SHA256 [3]

Issue: secret withess has to be processed in the Cloud and may be
visible to the Cloud provider [2]

Solution: Outsource zk-SNARK proof generation to

Trusted Execution Environment (TEE) running in the Cloud

Results & Future Work

Experiment Design

Benchmarks have been implemented in EnGINE, a framework for the Results:

detailed assessment of distributed systems [/, 8] » Time consumption higher in TEE for all use cases and frameworks

» Difference in time consumption dependent on framework/prover
» Captured metrics: CPU, time, and memory consumption

» VM-based TEE executes Kata container

» Comparable memory consumption in TEE for most frameworks

» Mixed results for CPU consumption for many frameworks
» Comparison with benchmarks captured in plain Kata container

» Setup: AMD SEV-SNP TEE (32 vCPUs, 128 GB RAM)

» Snarkjs outperformed by all other frameworks

TEEs enable zk-SNARK proof generation in a Cloud environment

Table 1: Framework implementation per use case. Table 2: Supported backends per framework. ) ]
but come with a time penality.
Use case Circom Halo2 Gnark Bellman Framework Grothl6 Plonk
Voting v X X X Circom J J FUtUI‘e WOI‘k:
Set inclusion v X X X Halo2 X v .
SHA256 v v Y v J Snark Y v » Benchmarks of AMD SEV-SNP and Intel TDX for comparison

» Replace Kata container with QEMU

Evaluation

103@
102§
] 50000 -
o X :
= >
ks = 1] ® (Circom snarkjs —— TEE
N .~ 10 ] . .
- ] Circom snarkjs _ ® (Circom ark-circom | | | =—=-- Kata Container
j Circom ark-circom j 40000 ® Bellman
100 .5 ® Bellman : Halo
] Halo ] —— TEE Gnark
Gnark 1| m——— Kata Container %
101 —
26 28 210 212 2|14 26 28 210 212 214 5 30000 -
§ 4
= !
10%4 z i
] o) !
] O '
2 920000 !
= ;
(<D 1
= !
e 2
D) I
£ E ,
— 10000 -
.
0 n
2l6 2|8 2|10 2|12 2|14 ’ 2|6 2|8 2|10 2|12 2|14 2|6 2I8 2|10 2|12 2|14 2|6 2|8 2|10 2|12 2|14
Preimage Size Preimage Size Preimage Size Preimage Size
Groth16 Plonk Groth16 Plonk

Figure 1: Mean time consumption (left) and mean memory consumption (right) of the SHA256 use case inside a TEE and a Kata container.
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