bt

Hochschule
Minchen
University of
Applied Sciences

M5GA
6G — making 5G great again?

Alf Zugenmaier
Hochschule Munchen



Agenda

= 6G
=  Security design in 5G
= Problems in security standardization

= Take away for 6G standardization
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6G

= |IMT 2030 framework (June 2023)

Usage scenarios

6 Usage scenarios
Extension from IMT-2020 (5G)
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So called “Wheel diagram”
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Immersive Communication

\Vassive Communication

Ubiquitous Connectivity
Al and Communication
Integrated Sensing and Communication

4 Overarching aspects:
act as design principles commonly applicable to all usage scenarios

Sustainability, Connecting the unconnected,
Ubiquitous intelligence, Security/resilience

HRLLC (Hyper Reliable & Low-Latency Communication)

https://www.itu.int/en/ITU-R/study-groups/rsg5/rwp5d/imt-2030/Pages/default.aspx
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6G
Capabilities of IMT-2030
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The range of values given for capabilities are
estimated targets for research and investigation of
IMT-2030.

All values in the range have equal priority in
research and investigation.

For each usage scenario, a single or multiple
values within the range would be developed in
future in other ITU-R Recommendations/Reports.

https://www.itu.int/en/ITU-R/study-groups/rsg5/rwp5d/imt-2030/Pages/default.aspx
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6G — a natural evolution of 5G

= More of the same!?

Seriously?
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Extended due to great success?
5G Standalone rollout
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https://www.counte:
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rpointresearch.com/insights/5g-sa-core-deployments-2023/
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Security architecture in 5G

End to end architecture?

Application domain security is out of scope of the present document.
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Security domains within the operator network
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Security problems
Example: ill defined trust model

Attackers inside operator domain?
=  OAuth framework
= But no defined attacker model

Network slicing

= Resource isolation
= But common RAN network

M5GA

Know your enemy and
know yourself
- Sunzi

https://de.wikipedia.org/wiki/Sunzi#/media/Datei:%E5%90%B4%E5%8F %B8%E9%A9%A C%ES5%AD%99%E6%AD%A6.jpg



Regulatory requirements
Example — lawful intercept

= Unavailability of E2E security
— Legal basis (e.g. Germany)
* Privacy of telecommunications shall be inviolable
» Restrictions only pursuant to a law
- Telecommunications provider must have legal intercept capability

= Current discussion:
— LI for authenticated keys in AKMA
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Operational Complexity

= Telecom grade deployment
— For minimal network (2 gNBs)
— >2000 Containers

““. _____________ \.ul - Slmllar number Of Vlrtual
------------------------------------------- networks

A = Multiple management layers
— ETSINFV

hited | 4 i | Y — OAM
Open source 5GS _

LET
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Too many options:
Example — subscriber authentication in 5G

= Network access

— 5G AKA
— EAP AKA

= Application layer

— IMS AKA
— GIBA (GPRS IMS bundled authentication) HOW STANDARDS PROLFERATE:
_ _ (eE: A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

— GBA (available since 2007) 4?7 RIDICULOUS! SooN:

— AKMA WE NEED To DEVELOP

B . o . | | ONE UNIVERSAL STANDARD ,
MEC EEC client authentication SITUATION: || 7T coveRrs EERYONE GITUATION:
(anything TLS) THERE. ARE VSE CASES. ey THERE. ARE

4 COMPETING |5 COMPETING

\
STANDPRDS. O / STANDPRDS.
M5GA ﬂ

I I M https://xked.com/927/



Complexity
Example: Access security

3GPP 5G access

UE SEAF

4. Auth-Req.

AUSF

3. Naust_UEAuthentication_
Authenticate Response

2. Nudm_UEAuthentication_

Non-3GPP access

UDM/ARPF

1. Generate AV

Get Response

< [EAP Request / AKA'-Challenge,
ngKSI, ABBA]

5.C

alculate Auth.
Response

6. Auth-Resp.

7. Nausf_UEAuthentication_

[EAP Response / AKA'-Challenge] |

Authenticate Request

" [EAP Request / AKA'-Challenge]

9. Optional exchange of

further EAP messages

10. Nausf UEAuthentication
Authenticate Response

[EAP Response / AKA'-Challenge]

8. Verify

11. N1 message

[EAP Success || Anchor Key]

" [EAP Success, ngKSI, ABBA]
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[SUPI]

~ (EAP-AKA’ AV[, SUPI])

Response

Untrusted
non-3GPP
Accoss Network N3IWF AMF AUSF
1a. UE connects to untrusted non-3GPP access
network and is allocated an IP address
[ [
1b. UE selects an N3IWF and obtains its IP
address
- 2. IKE_SA_INIT- >
3. IKE_AUTH Req (UE Id, without AUT Hy——————m|
«————4. IKE_AUTH Res (EAP-Req/5G-Start j——o
5. IKE_AUTH Req (EAP-Res/5G-NAS/
AN-Params [S-NSSAI,...],
NAS-PDU (Registration Request))
6a. AMF Selection
6b. N2 msg
(Registration Request)
7. Authentication as described in clause 6.1.3
9. IKE_AUTH Res (EAP-Req/5G-NAS/ 8.N2 msg
-——————— NAS-PDU [NAS SMC {f———— (NAS SMC
[EAP-Success]]) [EAP-Success])
10. IKE_AUTH Req (EAP-Res/5G-NAS/ > 11. N2 msg >

NAS-PDU [SMC Complete])

-«f——13. IKE_AUTH Res (EAP-Success ——————t

<—————————14. IKE_AUTH (with AUTH)————

[ (INAS SMC Complete])

l-g——  Setup Request

12. N2 Initial Context

(KN3IWF)

15. N2 Initial Context »
The IPsec SAis [established Setup Response
‘75;Am: determines whether |
the N3IWF is the appropriate \
| _forthe sice selected __ |
[ 7| Case a) N3WF isappropriate | | T T T T 7
\ \
~———17. [NAS over IPsec] NAS Registration Acce p————— 16. N2 msg — |
‘ . 9 p (NAS Registration Accept)
‘ All subsequent NAS messages are carried over the IPsec SA ‘
e _ |
“[case b)N3IWF is not appropriate | | T T T T %*
‘4 777777777777777777777777777 —
18. Update of UE policies |
L - B

20. Verify the NAS Registration
Reject message and select another
N3IWF based on the received
information or performs N3IWF
selection again

[«@———19b. [NAS over IPsec] NAS Registration Reject—————

19a. N2 msg

(NAS Registration Reject) T

TS 33.501



Incentives for standardization

= Global
— Interoperability
— Economy of scale
— Competition more granular

=  On individual level
— IPR
— KPI
» ,Leadership”
» Accepted contributions

- New solutions favoured - Complexity
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So what could to be done for 6G?

= Lower complexity
= Clear requirements

= Re-use solutions and protocols
— Lower complexity
= Clean interface to network services
— Lower complexity
= Decouple verticals
— Lower complexity
= Adapt incentives in standards
— Lower complexity

- Lower Complexity
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