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How many ads have you received today? 
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Web Cookies
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Web Cookies & Trackers
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Third Party Cookies
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Tracking Cookies
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Your Digital Soul

7



Source: https://www.youtube.com/watch?v=wqn3gR1WTcA8



Regulatory Intervention: GDPR (et al.)
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GDPR (et al.) and Web Cookies

Under the EU's GDPR, cookies that are not strictly 
necessary for the basic function of your website 
must only be activated after end-users have given 
their explicit consent to the specific purpose of 
their operation and collection of personal data.
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Did GDPR (et al.) make any Difference?

Yes, but the problem still exists!
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👉 This paper:
Have We Audited the Government Websites?

Why Bother?

1. Allows for large-scale surveillance

2. May be the only point of interaction

3. If legislators do not respect laws, it breaks the 
trust between citizens & authorities
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Web Sources: more than 150k Websites
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We do NOT give 
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Cookie Owner
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Cookie Expiration 
Date
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Does not ask for 
consent
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Third party
Tracker
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Tracker
With cookies 
Expiring 1 to 9 
years in the 
future
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Gov Websites: Cookies are very common 
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Gov Websites: Third party and Tracker 
Cookies are also very common!
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Gov Websites: Percentage of Cookies that 
expire after 1 year or more
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Popular & Regional Trackers
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Why the Trackers are there?
Unfortunately, no special care is taken for official 
websites; the stats resemble these of general websites!

Our manual investigation attributes that to:
1. Links to Social Networks
2. Links to Videos
3. Use of public Analytics Tools
4. Use of public Software Libraries
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Recomendations
1. Responsible Gov Website Development
2. Gov Cloud
3. Gov Website Audits
4. Education about Web Tracking
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Datasets

Will soon be available at:
https://govcookies.github.io/
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