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Regulatory Intervention: GDPR (et al.)
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GDPR (et al.) and Web Cookies

Under the EU's GDPR, cookies that are not strictly
necessary for the basic function of your website
must only be activated after end-users have given
their explicit consent to the specific purpose of
their operation and collection of personal data.




id GDPR (et al.) make any Difference?

Yes, but the problem still exists!

We Value Your Privacy ... Now Take Some Cookies:
Measuring the GDPR’s Impact on Web Privacy

Martin Degeling*, Christine Utz*, Christopher Lentzsch*, Henry Hosseini*, Florian Schaubf, and Thorsten Holz*
*Ruhr-Universitit Bochum, Germany
Email: {firstname.lastname } @rub.de
TUm'versity of Michigan, Ann Arbor, MI, USA
Email: fschaub@umich.edu

Abstract—The European Union’s General Data Protection
Regulation (GDPR) went into effect on May 25, 2018. Its privacy
regulations apply to any service and company collecting or
processing personal data in Europe. Many companies had to
adjust their data handling processes, consent forms, and privacy
policies to comply with the GDPR’s transparency requirements.
‘We monitored this rare event by lyzing ct on popul;
websites in all 28 member states of the European Union. For
each country, we periodically examined its 500 most popular
websites — 6,579 in total — for the presence of and updates to their
privacy policy between December 2017 and October 2018. While
many websites already had privacy policies, we find that in some

data access, data deletion, and data portability. Even outside
Europe, online services had to prepare for the GDPR because it
not only applies to companies in Europe but any company that
offers its service in Europe. As a result, the GDPR is expected
to have a major impact on companies across the world.

Previous work has found that about 70 to 80 % of websites
in the U.S. have privacy policies [26], [28]. But analysis
of privacy policies has been focused on English-language
policies, performing in-depth studies on their content [42],
[18], [25], [39]. Cookie consent notices have just recently seen
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Martino Trevisan*, Stefano Traverso, Eleonora Bassi, and Marco Mellia

4 Years of EU Cookie Law: Results and Lessons

Learned

Abstract: Personalized advertisement has changed the
web. It lets websites monetize the content they offer.
The downside is the continuous collection of personal
information with significant threats to personal privacy.
In 2002, the European Union (EU) introduced a first
set of regulations on the use of online tracking tech-
nologies. It aimed, among other things, to make online
tracking mechanisms explicit to increase privacy aware-
ness among users.

Amended in 2009, the EU Directive mandates websites
to ask for informed consent before using any kind of
profiling technology, e.g., cookies. Since 2013, the ePri-
vacy Directive became mandatory, and each EU Mem-
ber State transposed it in national legislation. Since
then, most of European websites embed a “Cookie Bar”,
the most visible effect of the regulation.

In this paper, we run a large-scale measurement cam-
paign to check the current implementation status of the
EU cookie directive. For this, we use CookieCheck, a
simple tool to automatically verify legislation violations.
Results depict a shady picture: 49 % of websites do not

1 Introduction

When browsing the web, users encounter the so-called
“online trackers”. They build their business on the mas-
sive collection and brokerage of personal data. Used by
websites to monetize the content they offer via person-
alized advertisement, online tracking is perceived as a
threat to users’ privacy [43, 59]. To regulate the usage
of tracking technologies in the web, the EU Commis-
sion issued already in 2002 the ePrivacy Directive. It
includes one of the first and strictest regulations on the
usage of online tracking mechanisms [21]. As amended
in 2009 [22], it requires websites to ask “prior informed
consent for storage or for access to information stored
on a user’s terminal equipment”. In other words, a web-
site must ask the visitor to authorize the storage and
retrieval of data sent through cookies and similar track-
ing mechanisms before delivering and installing them.
Since 2013, the so-called “Cookie Law” provided by the
ePrivacy Directive has been adopted by EU Member
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=" This paper:
Have We Audited the Government Websites?

Why Bother?

1. Allows for large-scale surveillance

2. May be the only point of interaction

3. If legislators do not respect laws, it breaks the
trust between citizens & authorities
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Gov Websites: Cookies are very common
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Gov Websites: Third party and Tracker
Cookies are also very common!
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Gov Websites: Percentage of Cookies that
expire after 1 year or more
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Popular & Regional Trackers
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Why the Trackers are there?

Unfortunately, no special care is taken for official
websites; the stats resemble these of general websites!

Our manual investigation attributes that to:
1. Links to Social Networks

2. Links to Videos

3. Use of public Analytics Tools

4. Use of public Software Libraries




Recomendations

1. Responsible Gov Website Development
Gov Cloud

Gov Website Audits
Education about Web Tracking
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Datasets

Will soon be available at:

https://govcookies.github.io/
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