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RDNS WALKING FOR IPV6 HITLIST CREATION
Background

IPv6 Hitlists:
I Address space to large (2128)
I Good list of responsive addresses required

– Deterministic
– Unbiased

Reverse DNS:
I Part of DNS

– Address PTR−−→ Domain
I Addresses represented as subdomains of ip6.arpa.

– 1080::8:800:200c:417a
– a.7.1.4.c.0.0.2.0.0.8.0.8.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.0.1.ip6.arpa.

rDNS Walking

ip6.arpa.
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I NXDomain: Neither the domain nor any subdomain exists [1]
I Dense Area:

– NoError replies to all queries
– Infeasible by itself

GoDNS Extension

Problems:
I Nameservers might be inconsistent
I Small set of nameservers responsible for rDNS

Solution: GoDNS
I Scanner developed at our Chair
I Queries all authoritative nameservers
I Completely resolves dependencies
I Drawback:

– Increased amount of queries
– Increased scan time

Experiences from Scans over several Weeks:
I Number of queries: 1.4 B
I Scan duration: 7 d - 9 d

Scan Results
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Future Work

Setup Regular Pipeline
I Pipeline broke in May
I Interruption during transition from Master to Research Assistant
I Reestablished pipeline started slowly

Improve Scans
I Reduce number of queries and scan duration
I Improve stability
I Reduce output (logs + data)
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Poster:
• rDNS Walking for IPv6 Hitlist Creation

Interested about e.g.:
• Can we create traffic with precise timestamps from a target (PTP,

NTP, ...) to better calculate transmission time?

• Can DNS be used to create meaningful UDP traffic for network
measurements and analysis?
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