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Privacy in a Connected World

* Mobile and Internet-of-Things (loT) devices
* Rich sensors
e Ubiquitous connectivity

* Privacy when connected
* Transparency
e Control




Defining “Privacy” in This Work

e Personal information

* Personally Identifiable Information (PlI)
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Goal

Is it possible to measure privacy exposure from loT
devices by analysing the network traffic they generate?

We aim to develop systems that:
e automatically identify personal information exposure

e analyse those corresponding privacy issues from
multiple perspectives

* Give control back to the users and reshaping the loT
ecosystem



loT Testbed

US: Northeastern University UK: Imperial College London




Threat Model

* Personal Information: Stored, Sensor, or Activity data
e Parties: First, Support, Third

* Privacy Concerns

* |Information goes to non-first parties/different
jurisdictions

* |Information goes to first party unexpectedly
e Activity data inferred by non-first parties



e [dle: during night

Design of Experiments

Controlled Interaction

e Manual (3 times)

e Automated (>30 times) => to detect when certain activity

happens 34,586
e Text-to-speech to smart assistants (Alexa/Hi Google) FEEMTES
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Value of the Study

e Difference between the two
regions

e Unique dataset and set of
experiments



Data: Destinations

* Device

e |P

e Host

* Amount of traffic sent and received
e | ab

e ExXperiment

e Network
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Who Are Contacted by Many Devices?

Organization

Nearly All TV Amaznn 1 24 17 17

contacts Netflix w/o
preconfigured

High reliance on AWS,
followed by Google,
— Microsoft for hosting

Chinese cloud
providers

* Non-first party organizations receive information from many
loT devices

e US devices tends to contact more
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(Geolocation

 Band width = bytes of traffic
e UK Lab: 8 overseas (UK) + US

* QOverseas: Mostly China (Alibaba Cloud)

e Takeways

e Many
devices
contact
outside
testbeds’
privacy
jurisdictions
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Solutions: Databox!
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Solutions: loT Databox App

DATABOX DASHBOARD

A user-side
application running
locally allowing to
monitor the loT
devices, Interact
with them,
understand their
operation.
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Solutions: loT Databox App

DATABOX DASHBOARD
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Solutions: loT Databox App

1.Detecting and Limiting Unnecessary Communication
for Consumer loT Devices

2.Do loT devices communicate with destinations
which are not critical or essential to their operations?

3.Are there any patterns or trends on the unnecessary
destinations among different devices?

4.Regional differences
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Threat Model

* Personal Adversary: unnecessary
destinations

o\/ictim: loT device user

eScope: consumer loT



Challenges

e Self-validating experiments

e Combinatorial problem: blocking a destination
may make other destinations appear/
disappear.

* Blocking update servers



But this is just the begging...

e Add other functionalities to the app
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