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[sce 18820 [fum.de. (#NS: 3, APS: ) » In 2005 Ramasubramanian et al. analyzed DNS structure, TCB
\ sizes, and the centralization of DNS [1]
o — We provide an up-to-date evaluation of these properties
e » Borgolte et al. analyzed the takeover of domains hosted on dynamic
/ | \ cloud IP addresses [2]
e RS ARS en vs nrs — We can check for nameserver IP addresses in dynamic cloud
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0 / » Vissers et al. evaluated the possibility to hijack domains by its name-
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R names open for registration; 41k proactive registered)
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— In future we will check for typosqgatting errors and using our
structural information we can find the most impacting errors

» Analysis of trusted computing base (TCB) properties and its struc-
ture

Our Dataset

Basic Scan Results

Data p rocess i n g : 100% CDF for nameserver group usage

» GoDNS Scanner resolves the
input domains by exploring the

TCB - P —
» More than 50 Million queries
Input sources: for the Alexa Top 1M list
> Alexa Top 1M » Import data into database
» Majestic Million (Postgresql)
» Umbrella Top 1M » Resolving transitive relations is
> 64th part of the . com zone time |r?ten3|ve | » In 2005 10% (of 593k domains) were controlled by 125 name-
» Including evaluation tables and servers [1]
all indices the database s
14GB large » Alexa 1M has only 126176 nameservers names (166771 name-

. servers were discovered by Ramasubramanian et al. [1])
» Focus on automation for every-

day analysis » Vissers et al. [3] found Alexa Top 1M contains 23 typosquatted

nameserver names

» A zone uses 2.8 nameserver names in average and its TCB average
is 19 (excluding the root SCC)

Provider classification Provider Evaluation

100%

| | » The classification eliminates the need ] 72080 I R O S s
/// to analyze all domains by sampling oo
the providers — more time for special
cases
» Example provider cloudflare.com: e,
99,66% (of 115k domains) managed A S coms atbmput
by *.cloudflare.com. "o 00 1000 1500 pmv?d(’;(’f’namegfiiorank 000 3500 4000 4500
» Example provider domaincontrol.com .
aka GoDaddy: 98,77%  (of » The top .1 00 provider cover 73% of the . com zone and about 50% of
69k  domains) managed by the top lists
* . domaincontrol.com. » Enables a simplified analysis on configuration issues (e.g. name-

server |P addresses in only one subnet)
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