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Motivation
Ø To	determine	how	a	TCP	connection	will	react	to	an	attack	from	

a unrevealed	false	IP	address	such	that	the	attacker	does	not	
intend	to	receive	traffic	from	the	attack.

Ø Does	this	attack	cause	a	TCP	connection	reset?

Ø Is	it	accepted,	Challenged	or	just	ignored?

Ø Understand	what	TCP	features	enhance	its	resistance	to	Blind	
attacks
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Methodology
Ø Active	Measured	Methods

Ø Blind	Reset	and	SYN	Test

Ø Blind	Data	Test

Ø Fingerprinting	Test
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Methodology
Ø Vantage	Points	of	Measurement:

Ø cld-us,	hosted	by	CAIDA	(San	Diego,	USA)

Ø hlz-nz,	hosted	by	the	University	of	Waikato	(	Waikato,	New	zealand)

Ø Hosted	by	Massachusetts	Institute	of	Technology	(MIT),	Cambridge.

Chair	of	Connected	Mobility
TUM	Department	of	Informatics

5



Conducted	Tests	and	Results
vWebserver	Vulnerability
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Fig1:	Overview	of	Results	from	the	cld-us	VP

Fig	2:	Overview	of	the	Results	based	on	VPs

Fig	3:	Overlap	of	results	from	the	cld-us	VP



Conducted	Tests	and	Results
vInfrastructure	Vulnerability
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Fig	4:	Overview	of	Response	Laboratory	testing	of	blind	TCP	attacks	against	BGP-speaking	router	and	OpenFlow-speaking	switches



Conducted	Tests	and	Results
vPorts	Selection	Predictability
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Fig	5:	Overview	of	the	predictability	of	the	observed	ports	



Conclusion
Ø TCP	is	an	important	protocol	with	huge	traffic	and	so	the	need	

for	constant	security	and	performance	improvements.

Ø 22%	of	connections	are	vulnerable	to	SYN	and	rest	packets

Ø 30%	vulnerable	to	in-window	data	packets

Ø 38.4%	vulnerable	to	at	least	one	of	the	three	tested	in-window	
attacks	tested
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Thank	you	for	your	time

Questions?
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